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McAfee GroupShield for Lotus Domino

Industrial Strength Content Security for Lotus Domino

McAfee® GroupShield® for Domino provides industrial
strength anti-virus and content security for Lotus Domino.
Using McAfee's award-winning virus scanning engine,
GroupShield installed on your Lotus Domino Server prevents
viruses and other malicious code, including Internet worms,
Web attacks, and infected email. GroupShield also provides
comprehensive content filtering and McAfee's “unique”
Outbreak Manager™, giving you a truly pro-active virus
defense. Outbreak Manager is like having a 24-hour
administrator onsite and ready to take action in the event
of a virus outbreak or unusual activity, adding a new
dimension to your network defense strategy.

ePolicy Orchestrator™ Integration
Enhanced Manageability and Graphical Reporting

GroupShield is integrated with McAfee ePolicy
Orchestrator™, offering strict anti-virus compliance and
enterprise reporting and management—giving you a bird's
eye view of your anti-virus security policy. GroupShield
integrates with ePolicy Orchestrator, one of the only truly
scalable security policy management tools, for policy
management, detailed graphical reporting, and software
deployment. ePolicy Orchestrator enables administrators
to ensure their networks are protected by one of the

most effective anti-virus solutions in the market today.

Determining the effectiveness of your GroupShield in your
virus security policy is effortless with ePolicy Orchestrator
and its wide array of pre-defined reports, including
information on update deployments and virus activity. And
as the most difficult aspect of implementing and proactively
managing a virus security policy is getting the visibility you
need to evaluate your policy’s effectiveness and find your
network’s weak points, customizing reports to suit your
specific needs is easy.

Rules Trigger Action
Stop Outbreaks Before They Start

McAfee's unique Outbreak Manager uses breakthrough
anti-virus technology that automatically stops outbreaks
before they start. It searches for new attacks by looking for
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activities typical of new virus outbreaks. Outbreak Manager
can be instructed to operate in either automatic or manual
modes. In manual mode when a virus outbreak is detected,
Outbreak Manager will inform the email administrator,

who can then determine what action is required to contain
the outbreak. Alternatively, Outbreak Manager can run in
automatic mode, in which case if an outbreak is detected,
it will perform a number of predetermined tasks to secure
the email environment against possible infection, requiring
no manual intervention.

Content Filtering

GroupShield prevents unsolicited or hostile messages or
files from entering your Lotus Domino users’ environment
by allowing you to specify content filters based on the
following criteria:

e File extensions

e File names

e File sizes

e Subject line content

* Message body content

Any message item found to match a content filter
description is automatically blocked and quarantined.
The extensive content filtering abilities of GroupShield
allow the administrator to add wild card statements or
even multiple rules.

McAfee Detection and Cleaning Engine
Unbeatable Virus Detection and Cleaning

Like all McAfee anti-virus products, GroupShield is based
on the award-winning McAfee scan engine. Repeatedly
recognized by independent testing organizations as the
world’s leading virus detection and cleaning technology, the
engine stops every type of virus and malicious code threat,
including macro viruses, Trojans, Internet worms, advanced
32-bit viruses, and even hostile ActiveX and Java objects.
McAfee has an enviable track record in third-party tests

for delivering effective detection and cleaning. Sporting
the McAfee engine, GroupShield also enjoys the benefits
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of McAfee's advanced detection and
cleaning technology. This technology
enables GroupShield to deliver protec-
tion against new, unknown threats
before their appearance in the field,
without a false alarm problem. Only
McAfee can provide the technology

to deal with the speed of today’s

virus attacks.

Always Up-to-Date

GroupShield features AutoUpdate,
which enables the latest Virus definition
(DAT) files to be automatically down-
loaded via FTP or network file share.
This automated server-side function
ensures you will always be up to date
with the latest DAT files from McAfee.

Web Management
Manage from Anywhere

GroupShield provides an HTML
interface that can be used to configure
and manage GroupShield remotely,

on one or more servers from one
central location

Alerting

Allows administrators to configure
a wide variety of system alerts, each
can be selectively enabled, filtered
and prioritized. GroupShield is

also integrated with McAfee Alert
Manager™ letting you easily create
sophisticated notification policies
that alert multiple administrative
functions. Alerts can be sent via
email, pager, Microsoft event logger
and network messages.

Lightning-Fast Scanning
Performance

In-Memory Scanning

GroupShield for Lotus Domino scans
items in RAM without having to write
them to disk. This enables GroupShield
for Lotus Domino to perform lightening
fast scans, reduce the impact to users
and still provide reliable secure scanning.

Simple Set-Up and Deployment

Email administrators need to understand
their Lotus Domino environment and
need to know that the installation
process will be smooth and uneventful.
GroupShield 5.2 for Lotus Domino
provides just that—a dependable
installation and an easier deployment
than ever before.

Incremental On-Demand Scans

GroupShield Incremental Scanning
eliminates redundant scanning by
only scanning documents created or
updated since the last scheduled scan.
Administrators can further fine-tune
performance and balance server
workload by setting the CPU priority
for scheduled and on-demand scans.

System Requirements

Note: Actual requirements will vary
depending on the nature of your
environment.

Memory

e 64MB and 140MB paging space

Disk

e 300MB free hard drive space for Lotus
Domino 4.6.x

e 700MB free hard drive space for Lotus
Domino 5.0.x

OS Platforms

e Microsoft Windows NT 4.0 SP6+
e Microsoft Windows 2000 Server SP3+
e |[BMAIX 4.3.2 or 4.3.3

Lotus Domino

e Lotus Domino 4.6.6+

e Lotus Domino 5.0+

Additional Software

e Microsoft Internet Explorer v4.0+
® Netscape Communicator v4.5+
Other Hardware Requirements

e Pentium 200MHz or faster

All Network Associates products are backed by our PrimeSupport® program and Network Associates Laboratories. Tailored to fit your company’s needs,
PrimeSupport service offers essential product knowledge and rapid, reliable technical solutions to keep you up and running. Network Associates Laboratories,
a world leader in information systems and security, is your guarantee of the ongoing development and refinement of all our technologies.
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